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Strategic risks in a changing financial services
environment
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| A Changing Business Environment with Changing Risks

The financial services sector (including credit unions) are faced with a changing and challenging business environment

which brings new risks and opportunities to be managed.
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Managing Strategic Risk

The strategic plan is an opportunity for the board of directors and senior management to drive change
in response to a changing environment. However to ensure a viable strategic plan is implemented, the

organisation must...

1. Undertake a realistic business environment assessment and define appetite for opportunities and

risks

2. Base strategic objectives around customer needs, optimised products and channels, operational

efficiency, innovation, pro-actively managing risk, sound financial modelling and projections.
3. Develop a robust and clear risk appetite statement which is owned by the board of directors.
4. Develop a pragmatic risk management framework for your organisation.
5. Ensure all compliance considerations for planned services and projects have been recognised.

6. Ensure the risks of new products, services and projects have been assessed, managed and are in line

with the board’s appetite for risk.
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*Involve your compliance officer and risk management officer early in the strategic planning process.



Focus on Technology Risk ....
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Increased
regulatory
requirements....

Spotlight on technology
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Central Bank Cross Industry
Guidance for IT & Cybersecurity

EBA Final Guidelineson ICT
Risk Assessment

EBA draft recommendations on
outsourcing to cloud service
providers

General data protection

regulation — GDPR




IT Governance & Risk Management
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Cyber Risks
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Key:
. Areas where cyberincidents are either the source, cause or a contributor of hazards for financial institutions.
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Managing Cyber Risks

It’s not if but when

Continuity and resilience

Crisis management

Incident response and forensics
Monitoring and detection
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Fix the basics

You can’t secure everything

Enterprise security architecture
Protect what matters

Strategy, organisation and
governance

Threat Modelling and Intelligence

Risk g

Identity and access management
Information technology, operations
technology and consumer technology
IT security hygiene — hardening ,
patching

Security intelligence and analytics

Digital trustis embedded in the
strategy

Privacy and cyber security
compliance

Risk management and risk appetite

Their risk is your risk

+ Digital channels

* Supply chain and partner
risk management

* Robust contracts

People matter

Insider threat management
People and ‘moments that matter’
Security culture and awareness
Incident reporting
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Managing Outsourcing Risk
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Managing Business and IT Continuity Risk

Business Continuity Management

Process of identifying, preventing and preparing for events that may disrupt business activity.

Crisis Management

workplace emergencies. during an incident.

Ensures command and control during an operational disruption and includes incident identification, evaluation, escalation, declaration, plan
activation and deactivation. Communication internally and externally is a key component of this plan.

Emergency Response IT Disaster Recovery Business Continuity

Created to facilitate and organise Address the restoration of business Address the recovery and continuity of
employer & employee actions during systems software, hardware and data critical business functions required to

maintain an acceptable level of
operation during an incident.

Business Impact Analysis (BIA) and Risk Assessment

Process of identifying and defining the critical business processes and the interruption risks to the organisation.

Recovery Time Objectives (RTO’s)

The period of time within which systems, applications, processes or
functions must be recovered after an outage.

Recovery Point Objectives (RPO’s)

The acceptable amount of data loss, measured in time in the case of a
disaster.
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Final thoughts....

Financial Services sector is changing .......
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STAYING THE SAME IS NOT AN OPTION
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| Thank you for your time

This content is for general information purposes only, and should not be used as a substitute for consultation with professional
advisors.

PwC firms help organisations and individuals create the value they're looking for. We're a network of firms in 158 countries
with close to 223,000 people who are committed to delivering quality in assurance, tax and advisory services. Tell us what
matters to you and find out more by visiting us at www.pwc.com

© 2017 PwC. All rights reserved. PwC refers to the Irish member firm, and may sometimes refer to the PwC network. Each
member firm is a separate legal entity. Please see www.pwc.com/structure for further details.
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